
CHAPTER [8]: Network Technology Governance, Certification and Audit

Version History

Version Date Description

0.3 3rd October 2022 Released to NPs

1.0 22nd October 2022 - Added “Applicable Laws” to Clause 8
- Clarified language on security standards in clause 8.1.2
- Harmonised the clause on minimum disruption with the

uptime requirements in Chapter 2: Business Rules
- Removed ambiguity in clause 8.3.2 regarding undertaking

related to compliance by Ecosystem Participants
- Removed obligation on recertification following a Major

App Update
- Added a notice requirement for ordering an audit,

including a requirement to provide a reason for the audit
- Fixed definitions section
- Annexure amended to clarify that the undertaking has to

be on behalf of service providers engaged by the Network
Participant



8. Network Technology Governance, Certification and Audit

All Network Participants and Ecosystem Participants1 must ensure the security of End User
data that is processed or transmitted through the ONDC Network in compliance with the
Applicable Laws and the ONDC Network Policy.

8.1. Implementing Reasonable Security Practices and Procedures

8.1.1. Network Participants will be responsible for the implementation of reasonable security
practices and standards as provided in Clause 8.1.2 and have a comprehensive, documented
information security programme (including, but not limited to, standard operating procedures,
security principles and clearly defined chain of command) and policies that contain
managerial, technical, operational and physical security control measures that are
commensurate with the information assets being protected with the nature of business.

8.1.2. For the security practices and standards, Network Participants must implement the safeguards
that are no less rigorous than the accepted industry practices, including the international
standards IS/ISO/IEC 27001 and COBIT, or any other equivalent or higher standard or any
other standard as prescribed under Applicable Law.

8.1.3. The Network Participant will bear the cost for any security and practice implemented and the
Network Participant will solely be responsible to ensure compliance with the Applicable Law.

8.1.4. If a Network Participant engages any Ecosystem Participant, such as a Technology Service
Provider, for offering its services or products on the ONDC Network, it shall ensure that such
Ecosystem Participant also complies with the clauses of this Chapter, except clauses 8.2.2, 8.3
and 8.4.1

8.1.5. Network Participant should make available their technical, operational, administrative and
physical controls for audit, including their security and privacy controls, as and when it is
required to be done by the Competent Authority.

8.1.6. Network Participant must also store and make available any logs that such Network
Participant is required to by the Applicable Laws.

8.2. Security Breach Procedure

8.2.1. If a Network Participant becomes aware of a cyber security incident originating in/from their
system, it must report the incident to the Competent Authorities within the prescribed time
period as may be required under Applicable Laws.

If Confidential Information or End User data may have been accessed, disclosed, or acquired without
proper authorization and contrary to the terms of the Applicable Law, Network Participant Agreement
or the Network Policy (“Data Breach”), such Network Participant must alert ONDC of such Data
Breach within 6 hours of being aware of such Data Breach.

1Ecosystem Participant shall mean any participant in the ONDC ecosystem other than Network Participants, and includes
the Technology Service Providers, Sellers and other ONDC Network participants who may not have any direct contractual
relationship with ONDC, but are engaged by the Network Participants in relation to activities carried out over the ONDC
Network.



8.2.2. Network Participant must provide ONDC with all information reasonably necessary to fully
understand the nature and scope of the Data Breach. ONDC shall prescribe the format and
procedure for such reporting through a circular published on the ONDC website.

8.2.3. Network Participant should on a best effort basis attempt to immediately prevent any attempt
of unauthorised access or disclosure of the Confidential Information or End User data and
take such steps to secure the Data Breach or possible cyber security incident.

8.2.4. To the extent that ONDC, in its sole discretion deems warranted or is required under
Applicable Law, may provide notice or information relating to the Data Breach to any
Competent Authority or all parties that are actually, or can be reasonably expected to be,
affected by the Data Breach.

8.3. Certification

8.3.1. At the time of onboarding with the ONDC Network, the Network Participant must (i) comply
with the Certification Process as stipulated in Chapter 1 of the Network Policy; and (ii)
provide an undertaking that it will comply with the ONDC Network Policy and operational
benchmarks once it has been onboarded in the ONDC Network.

8.3.2. After one year from the date of onboarding with the ONDC Network, the Network Participant
shall on a yearly basis:

(a) provide a certificate in form of a report from an information systems auditor empanelled by
ONDC certifying the: (i) reasonable security practices and procedures implemented by the
Network Participant; and (ii) the Network Participant's compliance with the ONDC Protocol
Specification, within one month from the date of completion of one year period or as
extended at the sole discretion of ONDC;

(b) provide ONDC an undertaking regarding its overall compliance and, if applicable, the
compliance of the service providers engaged by such Network Participant, with the Network
Policy as provided in Annexure 8A (Annual Undertaking), before three months from the
date of completion of one year period or as extended at the sole discretion of ONDC.
For clarity, the term ‘service providers’ in this clause shall not include Buyer Apps, Seller
Apps and Gateways.

(c) Network Participant shall ensure, in the best of their efforts, that there is no/minimum
disruption to any stakeholder of the ONDC Network due to any App deployment or App
maintenance by the Network Participant.

8.3.3. For the purposes of Clause 8.3.2 (a) the Network Participant will be deemed certified if it uses
an Application provided by a certified Technology Service Provider (TSP) and such Network
Participant will not be required to provide a certificate separately.

8.3.4. If the said TSP’s certification is revoked or cancelled at any point, the Network Participant
will be required to either provide a certificate as mentioned in Clause 8.3.2 (a) or migrate to
another certified TSP. ONDC reserves the right to require such Network Participant to provide
a certificate, even if such a Network Participant is using an application provided by a certified
TSP.



8.4. Audit

8.4.1. ONDC may, at its sole discretion, periodically audit the Network Participant's information and
communication technology systems (ICT), security practices and procedures, and compliance
with the ONDC Network Policy either by itself or through an auditor appointed by ONDC.
The continuation of operations as a Network Participant shall, at all times, be dependent upon
the said audit confirming the Network Participant's compliance with the requirement in
question. Any failure in compliance of the same, if confirmed in the audit, may result in
disciplinary action such as fines or suspension/termination of access to the ONDC Network.

8.4.2. ONDC shall provide a reasonable advance notice to the Network Participant to undertake the
audit. However, ONDC may order an audit without any advance notice in case of an
emergency, such as a major data breach, the commission of a major crime, or an incident that
threatens the integrity of the ONDC Network. ONDC shall, in all cases, provide a reason for
ordering the audit in the notice ordering/requiring it.

Network Participant must extend full cooperation and provide such explanation as may be required for
the purpose of any inspection or audit authorised by the Competent Authority or other authorised
official of ONDC regarding the Network Participant's non-compliance with the Applicable Law or the
Network Policy.



DEFINITIONS

Certification Process means the validation report or certificate obtained from a third-party auditor or
a certifying agency duly recognised by ONDC or by ONDC itself in relation to the Network
Participant's compliance with the ONDC Protocol Specification.

Data Breach has the meaning ascribed to it in Clause 8.2.2.



Annexure 8A

I, a Network Participant of the ONDC Network, hereby declare that I am in compliance with all
requirements under Applicable Law and in full compliance with this Network Policy.

I further undertake that all service providers engaged by me for providing any service or product on
the ONDC Network are also in compliance with this Network Policy to the extent applicable.

I understand that if any information is found to be false, ONDC reserves the right to take any other
action as prescribed under the Network Policy, including the right to suspend my access to the ONDC
Network , and take necessary recourse as applicable under the Applicable Law.



Summary of Consultations

ONDC sought inputs from the various Network Participants, both onboarded and prospective, and
other stakeholders on Chapter 8 Network Technology Governance, Certification and Audit (v0.3).
Summarised below are the feedback/queries received from Stakeholders and ONDC’s responses to
them.

1. Standards for information security practices

Clause 8.1.2 casts an obligation on all Network Participants to institute information security
practices that are as rigorous as ISO/IEC 27001 and COBIT.

Stakeholder Inputs

Stakeholders have raised concerns about the prescription regarding the standards to be
followed, especially COBIT.

ONDC’s Response

ONDC clarifies that Network Participants may choose which standards to follow, so long as
the standards are equally rigorous as or more rigorous than COBIT and ISO 27001. This is not
to be construed as a mandate to specifically comply with the two aforementioned standards.
Further, if the law, for the time being in force, requires Network Participants to follow some
other standard, they are bound to comply with such a requirement.

2. Incident reporting

Clause 8.2.2 requires Network Participants to report security breaches within 6 hours of
discovery. Clause 8.2.3 states that ONDC will publish a circular prescribing the reporting
format.

Stakeholder Inputs

Stakeholders have raised concerns about the timeline for reporting an incident to ONDC, and
requested that the reporting period be set at 72 hours, and the format for reporting.

ONDC’s Response

ONDC notes that the period for reporting a data breach is the same as the reporting period
specified by CERT-In. Since Network Participants will have mechanisms to report security
incidents to CERT-In within 6 hours of discovering them, reporting to ONDC within the same
timeline would not constitute a significant additional compliance burden.

ONDC will publish the format for reporting on the ONDC website shortly. For clarity, the
reporting format that ONDC will prescribe will be aligned with the reporting format specified
by CERT-In to limit any additional efforts that Network Participants may have to put into
reporting breaches to ONDC.

It is further clarified that End Users, in this clause refers to Buyers and Sellers. Also, the
clause requires reporting to ONDC, not to the affected End User(s).



3. Reporting on breaches of ONDC’s data

Stakeholder Inputs

Stakeholders have raised the point that while the Network Participants’ obligations on
incident reporting are covered in detail, the policy does not cover ONDC’s obligations with
respect to reporting data breaches to Network Participants.

ONDC’s Response

ONDC acknowledges that the policy does not cover ONDC’s obligations with respect to
reporting breaches, and clarifies that ONDC will separately publish its protocol on reporting
any data breaches of its systems to Network Participants. It should be noted, however, that
ONDC does not hold any data of End Users, except in the case of Sellers who are Inventory
Seller Nodes. The extent of Network Participants’ Data held by ONDC is the data provided to
it at the time of on-boarding.

4. Third-party certification agencies and auditors

Clauses 8.3 and 8.4 refer to third-party certification agencies and auditors that will play a
central role in the policy compliance and enforcement process.

Stakeholder Inputs

Stakeholders have asked for details of who these agencies will be and how they can be
reached.

ONDC’s Response

ONDC will empanel certification agencies and auditors and provide a list of these entities on
the ONDC website. The Network Participant may choose any of the empanelled certification
agencies and/or auditors as per its requirements.

5. Certification and audit process

Clauses 8.3 and 8.4 refer to third-party certification audits.

Stakeholder Inputs

Stakeholders have raised the following points regarding the third-party certification and
audits:

(a) What will be the format of the certification/audit reports?

(b) Some stakeholders have requested an advance notice period for audits

(c) Some stakeholders have requested confidentiality clauses and security measures to
protect information received by ONDC through the certification/audit reports

ONDC’s Response



The format of the certification report(s) is under development. However, the Network
Participant is not required to prepare the information as per the format. That would be the
responsibility of the certification /audit agency. Further, the report itself will be submitted to
ONDC through an API. So there will not be a physical document template for the certification
and/or audit report(s). ONDC will only receive information on whether the concerned
Network Participant passed each of the parameters specified in the certification/audit
checklist. The information itself will be received in the form of a digital artefact.

The actual information provided by the Network Participant for the certification/audit will
remain with the third party agency. The Network Participant may sign the appropriate
confidentiality agreements with their chosen certification/audit agency. Further, since
technical non-compliance by a Network Participant can potentially affect other Network
Participants on the ONDC Network, ONDC cannot give a blanket commitment on treating the
fact of failure by a Network Participant on certification/audit as confidential information.

On the advance notice for an audit, a suitable amendment has been made to the concerned
clause. However, the notice period cannot be pre-determined since an audit may have to be
ordered on an urgent basis in relation to an investigation or adverse event. However, the
clause has also been amended to give the concerned Network Participant a reason for ordering
an audit through a written notice.


